
PCPN# FY04-04 - Purchase Card Program - PKI Certificate Instructions 
 
Note: Level 3 APCs - IT IS YOUR RESPONSIBILITY TO GIVE THIS NOTICE WIDEST 
DISSEMINATION TO PROGRAM PARTICIPANTS TO INCLUDE APCs, AOs AND CHs IN YOUR 
HIERARCHY. 
 
 

PKI Instructions  
To become an authenticated user of the DoN eBusiness portal or to request access to 
eBusiness applications (MART), you are required to have a valid DoD PKI certificate.  
 

Step 1. Get Certificate 
You have two options to obtain a valid DoD Certificate.  

1.  Use your Common Access Card (CAC) for your DoD PKI Certificate or 

2.  Use a DoD PKI software Certificate by contacting your "Activities" Local 
Registration Authority (LRA).    

 

Step 2. Import Certificate 
After getting your certificate, you must import your certificate into your browser.  

1.  To import your CAC certificate into your browser  

2.  To import your DoD PKI software Certificate into your browser 

 

Step 3. Register Certificate 
Finally, you must then register your DoD or IECA certificate in the NAVSUP Master Directory. 
 
*Notice: The NAVSUP Master Directory holds your certificate information that will allow you 
to access the DoN eBusiness Portal. Please allow at least 30 minutes after registering before 
attempting to sign in to the DoN eBusiness Portal. 
Click the following link to register on the NAVSUP Master Directory:  
https://sbu.pki.navy.mil/secured 
 
Please send any questions/comments to don_ebusiness_webmaster@navsup.navy.mil. 
 
 
 

mailto:don_ebusiness_webmaster@navsup.navy.mil


LRA Locator

Note: If you cannot find an LRA to help you get your software certificate, contact the eBusiness 
Help Desk.

California | Florida | Hawaii | Illinois | Indiana | Louisiana | Maryland | North 
Carolina | New Hampshire | Pennsylvania | Rhode Island | South Carolina | 

Tennessee | Virginia | Washington | Washington DC | OCONUS 

California 
Back to State List

SPAWARSYSCEN SAN DIEGO 
53560 Hull St. 
San Diego CA. 92152-5001 
Telephone: 619-553-4670 DSN 553-4670 

FLEET AND INDUSTRIAL SUPLY CTR 
Information Systems Security Division 
937 N. Harbor Drive 
San Diego, CA 92132 
Telephone: 619-532-1958 

NAVAL AVIATION DEPOT NORTH ISLAND 
San Diego CA 
92135-7058 
Telephone: 619-545-3369 

SPAWAR HQ 
4301 Pacific Highway 
San Diego, CA 92110-3127 
Telephone: (619)524-2765 

SUPSHIP SAN DIEGO CA 
PO Box 368119 
San Diego Ca 92136 
Telephone: 619-556-2774 

CBC PORT HUENEME CA 
100 23rd Ave. 
Bldg 2 Code IT31 
PT Hueneme, Ca 93043 
Telephone: 805-982-2547 

CBC PORT HUENEME CA 
1000 23rd Ave bldg 2 Code IT31 
Port Hueneme CA 
93043 
Telephone: 805-982-2547 

ENGINEERING FIELD ACTIVITY WEST 
Naval Facilities Engineering Command 
Pacific Plaza 
2001 Junipero Serra Blvd, Suite 600 
Daly City, CA 94014-1976 
Telephone: 650-746-7325 

COMNAVAIRPAC 
FORCE ISSM CODE N622 
PO BOX 357051 NASNI 
San Diego CA 92135-7051 
(619) 545-1535 

Florida
Back to State List

file:///#nc
file:///#nc


FLEET & INDUSTRIAL SUPPLY CTR 
P.O. Box 97 
Bldg 110-3 
NAS Jacksonville, FL. 32212-0097 
Telephone: 904-542-1012 DSN 942-1012 

SPAWAR SCCH DET PENSACOLA 
130 West Ave 
Suite 1B 
NAS Pensacola, FL 
32508-5111 
Telephone: 850-452-7581 

CNET 
6940 Saufley Field Rd Bldg 839 
Pensacola, FL 
32509-5325 
Telephone: 850-452-1001 ext 1263 

NAVSURFWARCEN DAHLGREN DIV 
CODE E16 6703 W Highway 
Panama City, FL 
32407-7001 
Telephone: 850-235-5540 
or 850-235-5164 

NAVY PUBLIC WORKS CENTER JACKSONVILLE 
Code 190 Bldg 902 
Jacksonville FL 32212-0030 
Telephone: 904-542-5130 x 8191

Hawaii
Back to State List

SPAWAR ACTIVITY PACIFIC 
675 Lehua Ave. 
Pearl City, HI. 96782-3356 
Telephone: 808-474-6049 
DSN 315-474-6049 

AFLOAT TRAINING GROUP MIDPAC 
Bldg 26 Ford Island 
Pearl Harbor HI 
96860-001 
Telephone: 315-472-8881 X358 

FLEET AND INDUSTRIAL SUPPLY CENTER 
1942 Gaffney St Suite 100 
Attn Code 95 
Pearl Harbor, HI 96860-4549 
Telephone: 808-473-7603 
or 808-473-7602 

RITSC OPERATIONS 
822 Clark St Suite 200 
Pearl Harbor HI 96860-4600 
Telephone: 808-473-1523 

COMMANDER PACNAVFACENGCOM 
258 Malkalapa Dr Suite 100 
Pearl Harbor HI 96860-3134 
Telephone: 808-471-8361 
or 808-474-4526 

COMPACFLT 
352 Makalapa Drive 
Pearl Harbor, HI 96860-3131 
Telephone: 808-471-3657 

PACOM LRA 
HQ USCOMPAC J651 
Building 20E 
Camp H.M. Smith, HI 
Telephone: (808) 477-8031 



Illinois
Back to State List

PWC GREAT LAKES, IL. 
305 Decatur Ave. Bldg. 68 
Great Lakes, IL. 60088 
TELEPHONE: 847-688-5518x 34 DSN: 792

 

Indiana
Back to State List

COMMANDER, CRANE DIVISION, NAVAL 
SURFACE WARFARE CENTER 
300 Highway 361 
Crane, IN 47522-5000 
Telephone: 812-854-1706 DSN 482-1706

 

Louisiana
Back to State List

COMNAVRESFOR 
4400 Dauphine ST 
New Orleans, LA 70146 
Telephone: 504-678-5052 

SUPERVISOR OF SHIPBUILDING 
2200 General Meyer Ave 
New Orleans LA 70142-5700 
Telephone: 504-678-9189 
or 504-678-9105 

Maryland
Back to State List

NAVAL SECURITY GROUP COMMAND 
9800 Savage RD Suite 6585 
FT George G. Meade, MD. 20755-6585 
TELEPHONE: 240-373-3606 
DSN 685-3254 

NMIMC BETHESDA 
8901 Wisconsin Ave 
Bethesda MD 20889-5605 
Telephone: 301-319-1251 
or 301-319-1250 
or 301-319-1183 
or 301-319-1304 

NAVAL SURFACE WARFARE CTR 
Carderock Division 
9500 MacArthur Blvd 
W. Bethesda MD 20817-5700 
Telephone: 301-227-1168 
or 301-227-1168 DSN:287 

COMNAVAIRSYSCOM AIR 7.4.2 
Bldg 463 Room 132 
22514 McCoy Road 
Patuxent River, MD 20670-1457 
Telephone: (301) 757-6477/2965 
DSN: 757-6477/2965 



North Carolina
Back to State List

NAVAL AVIATION DEPOT 
PSC Box 8021 
Cherry Point, NC 28533-0021 
Telephone: 252-464-7243

 

New Hampshire
Back to State List

SUBMEPP ACTIVITY 
PO Box 7002 
Portsmouth NH 03802-7002 
Telephone: 207-438-6193 
or 207-438-6193 

SUBMEPP ACTIVITY 
PO Box 7002 
Portsmouth, NH 03802-7002 
Telephone: 207-438-6080

Pennsylvania
Back to State List

NAVAL INVENTORY CONTROL POINT 
5450 Carlisle Pike 
PO Box 2020 
Mechanicsburg, PA 17055-0791 
Telephone: COMM (717)605-4844 or 4020 

FLEET MATERIAL SUPPORT OFFICE 
5450 Carlisle Pike 
Mechanicsburg, PA. 17055-0787 
Telephone: 717-605-2176 DSN 430-2176 
or 717-605-3657 DSN 430-3657 

NAVAL SUPPLY SYSTEMS COMMAND 
5450 Carlisle Pike 
Mechanicsburg, PA 17055-0791 
Telephone: 717-605-7563 
or 717-605-2176 

NAVY SUPPLY INFORMATION SYSTEMS 
ACTIVITY 
P.O. Box 2010 
Mechanicsburg, PA 17055 
Telephone: 717-605-3180 

NAVAL AMMUNITION LOGISTICS CENTER 
CODE 23Q 
5450 Carlisle Pike 
Mechanicsburg, PA 17055-0735 
Telephone: 717-605-3263 

NAVAL INVENTORY CONTROL POINT-PHILA 
Code 045.30 
700 Robbins Ave 
Philadelphia, PA 19111 
Telephone: 215-697-5595 

NORTNAVFACENGCOM 
10 Industrial Highway 
Mail Stop #82 
Lester PA 19113-2090 
Telephone: 610-595-0734 

NSWC CARDEROCK DIVISION 
5001 South Broad ST 
Philadelphia PA 19112-5083 
Telephone: 215-897-7763



Rhode Island
Back to State List

NAVAL UNDERSEA WARFARE CENTER DIVISION 
1176 Howell Street 
Newport RI 02841-1708 
Telephone: 401-832-3648 
or 401-832-8599 
or 401-832-1931 

South Carolina
Back to State List

SPACE AND NAVAL WARFARE SYSTEMS 
CENTER 
PO Box 190022 
North Charleston, SC. 29419-9022 
Telephone: 843-218-4541 

SOUTHERN DIVISION FACILITIES 
ENGINEERING COMMAND 
P.O. Box 190010 
North Charleston SC 29419-9010 
Telephone: 843-820-5844 
or 843-820-5855

Tennessee
Back to State List

BUREAU OF NAVY PERSONNEL COMMAND 
5720 Integrity, Drive Bldg. S769 PER-S014 
Millington, TN. 38055-0142 
Telephone: 901-874-3082 DSN 882-3082

 

Virginia
Back to State List

SPACE AND NAVAL WARFARE SYSTEMS 
CENTER 
1837 Morris St. Suite 3311 
Norfolk, VA. 23511-3432 
Telephone: 757-443-0262 DSN 646-0262 

NCTAMS LANT NORFOLK VA 
9625 Moffett Ave 
Norfolk Va. 23511-2784 
Telephone: 757-322-2084 DSN 262-2084 
or 757-322-2122 

FITTING OUT AND SUPPLY SUPPORT 
ASSISTANCE 
1968 Gilbert Street BLDG W-143-3 
Norfolk Va. 23511 

NAVAL SURFACE WARFARE CENTER 
DAHLGREN DIVISION 
17320 Dahlgren RD 1 
Dahlgren VA 22448-5100 
Telephone: 249-8520 
or 540-653-7397/8520 

2561 Jefferson Davis Hwy 
Arlington VA 22242-5160 
Telephone: 703-602-1101 

NAVAL SPACE COMMAND 
5280 Fourth Street 
Dahlgren VA 22448-5300 
Telephone: 504-653-6569 



Telephone: 757-443-2017 DSN 646-2443 

NAVAL SEA SYSTEMS COMMAND 
2531 Jefferson Davis Hwy 
Arlington, VA. 22242-5160 
Telephone: 703-604-5883 DSN 664-5883 

COMMANDER OPERATIONAL TEST AND 
EVALUATION FORCE 
7970 Diven ST 
Norfolk VA. 23505 
Telephone: 757-444-5546 DSN 564-5546 

COMNAVSPACECOM 
INFO SYSTEMS SECURITY OFFICER (N651) 
5280 Fourth ST 
Dahlgren, VA 22448 
Telephone: 540-653-5543 

FISC NORFOLK VA 
1968 Gilbert ST Suite 600 
Norfolk VA 23511-3392 
Telephone: 757-443-1503 
or DSN: 646-1503 

NAVY EXCHANGE SERVICE COMMAND 
3280 VA Beach Blvd 
Virginia, VA 
23452-5724 
Telephone: 757-631-4187 

UNITED STATE JOINT FORCES COMMAND 
J31A1 1562 Mitscher Ave 
Suite 200 
Norfolk, Va 23511-7724 

NAVAL SURFACE WARFARE CENTER 
Dahlgren Division 
17320 Dahlgren Rd 
Dahlgren Va. 22448-5100 
Telephone: 540-653-5831/ DSN 249-8106 

PWC NORFOLK 
9742 Maryland Ave 
Norfolk VA 
23511-3095 

SECNAV, DON CIO 
1000 Navy Pentagon 
Washington DC 20350-1000 
Telephone: 703-604-7059 

Washington
Back to State List



COMMANDER NUWC 
610 Dowell ST 
Keyport WA 
98345-76110 
Telephone: 360-315-2103 
or 360-396-1120 
or 360-396-2574 

COMNAVREG NW SEATTLE WA 
610 DOWE STREET 
BLDG 94 
KEYPORT WA 98345 
Telephone: 360-396-1312 

PUGET SOUND NAVAL SHIPYARD 
1400 Farragut Ave. 
Bremerton Wa. 98314 
Telephone: 360-476-8258/ DSN 439-8258 
or 360-476-3735 
or 360-476-4943 
or 360-476-0582 

FISC, PUGET SOUND 
467 "W" Street 
Bldg. 943 
Bremerton, WA 98314-5001 
Telephone: 360-476-5294 DSN 439-5294 

Washington D.C.
Back to State List

NAVAL RESEARCH LABORATORY 
4555 Overlook Ave SW 
Washington DC 20375-5320 
Telephone: 202-767-2443 

NAVAL FACILITIES ENGINEERING COMMAND 
HQ 
1322 Patterson AVE SE Suite 1000 
Washington Navy Yard DC 20374-4065 
Telephone: 202-685-9039 

PUBLIC WORKS CENTER WASHINGTON 
1311 10TH SE Suite 102 
Washington Navy Yard DC 20374-5095 
Telephone: 202-685-8191 
or 202-687-8006 

SECNAV, DON CIO 
1000 Navy Pentagon 
Washington DC 20350-1000 
Telephone: 703-604-7059 

MSC INFORMATION SYSTEMS SECURITY 
OFFICER 
914 Charles Morris Ct Bldg 210 
Washington DC 
Telephone: 202-685-5504 

NAVAL FACILLTIES ENGINEERING COMMAND 
1314 Harwood ST SE CODE 0110 
Washington DC 20374-5018 
Telephone: 202-685-3233 

DCMS 
Nebraska Ave Complex 
4255 Mount Vernon Dr Suite 17337 
Washington 20393-5453 
Telephone: 202-764-2837 

BUREAU OF MEDICINE AND SURGERY 
2300 E Street, NW 
Washington, DC 20372-5300 
Telephone: 202-762-3270 
or 202-762-3226 

OFFICE OF NAVAL INTELLIGENCE 
4251 Suitland Road 
Washington DC 20395 
Telephone: 301-669-3809 

NAVAL SEA SYSTEMS COMMAND 
1333 Issac Hull Avenue SE Stop 1120 



Washington Navy Yard DC 20376-1120 
Telephone: 202 781-3018 

OCONUS
Back to State List

BAHRAIN: 
COMUSNAVCENT 
Telephone: 011-973-82-9042 

NAVSUPPACT 
Telephone: 011-973-908-7579 

ICELAND: 
NAS Keflavik 
Telephone: 011-354-425-2456 
DSN 450-2456 

ITALY: 
NRCC Naples 
Telephone: 39-081-568-4040 x301 

NCTAMS EURCENT NAPLES IT 
TELEPHONE: COMM 39-081-568-3738 DSN 
626-3738 
or 39-081-568-3741 DSN 314-626-6154 

U.S. NAVAL HOSPITAL 
Telephone:39-081-724-3524 
DSN 625-3504 

JAPAN: 
COMNAVFORJAPAN YOKOSUKA JA 
Telephone: 011-81-311-743-4036 

PERSONNEL SUPPORT ACTIVITY 
PACIFIC/PERSONNEL SUPPORT DETACHMENT 
YOKOSUKA/CUSTOMER SERVICE DESK 
ATSUGI 
PSC 473, BOX 19 
FPO AP 96349-0019 
Telephone: 011-81-616-043-6917 
DSN: 315-243-6917 

NAVAL SHIP REPAIR FACILITY YOKUSKA 
PSC 473, BOX 8 

GUAM: 
COMMANDER NAVAL FORCES MARAIANAS 
PSC 480, BOX 355 
FPO AP 96370 
Telephone: 634-6338 
DSN: 315-634-6338 

COMMANDER NAVAL FORCES MARAIANAS 
PSC 455, BOX 152 
FPO AP 96540 
Telephone: 671-339-2063 
DSN: 339-2063 

NAVY PUBLIC WORKS CENTER 
PSC 455, BOX 195 
FPO AP 96540-2937 
Telephone: 671-339-8820 
DSN: 333-2982 

SINGAPORE: 
NAVAL REGIONAL CONTRACTING CENTER 
SINGAPORE 
PSC 470, BOX 2100 
FPO AP 96534 
Telephone: 65-750-2370 
DSN: 421-2370 

COMMANDER LOGISTICS GROUP WESTERN 
PACIFIC 
PSC 470, BOX 2400 
FPO AP 96534-2400 
Telephone: 65-6750-2598 
DSN: 315-421-2598 

DIEGO GARCIA: 
NAVAL SUPPORT FACILITY DIEGO GARCIA 
PSC 466, BOX 4 
FPO AP 96595-0004 
Telephone: 011-246-370-4435 
DSN: 315-370-4435 



FPO AP 96349 
Telephone: 011-81-616-043-5066 
DSN: 243-5066 

COMMANDER FLEET ACTIVITIES OKINAWA 
PSC 480, BOX 355 
FPO AP 96370 
Telephone: 634-6338 
DSN: 315-634-6338 

U S FLEET AND INDUSTRIAL SUPPLY CENTER 
Telephone: 011-81-311-743-6721 
or 011.81.6160.43.8201 

KOREA: 
COMMANDER NAVAL FORCES KOREA 
UNIT 152050 
APO AP 96205-0023 
Telephone: 011-82-2-7913-5835 
DSN: 315-723-5835 

LONDON: 
CINCUSNAVEUR 
Telephone: 011044-20-7514-4179 
or 011 44 7514 4107/DSN 314-235-4106 
or 011-44-7514-4465/DSN 314-235-4465 

U S NAVAL ACTIVITIES UNITED KINGDOM 
Telephone: 011-44-1895-616138 
or 011-44-1895-6161563 

NCTAMS EURCENT DET LONDON UK 
Telephone 207-514-4035 DSN 235-4035 

SPAIN: 
U.S. NAVAL HOSPITAL ROTA, SPAIN 
TELEPHONE: COMM 34-956-82-3667/3582 
DSN 727-3667/3582 

FAIRECONRON TWO 
Telephone: 001-34-956-82-2165 

NAVAL STATION ROTA, SPAIN 
Telephone: DSN: 727-1840 



Instructions for Importing Certificates into 
Microsoft Internet Explorer  

 

About Microsoft Internet Explorer 
Microsoft Internet Explorer (MSIE) versions 5.0 and above are compatible with DoD 
PKI digital certificates. However, only the domestic 128-bit version of 5.0 and 5.1 
will work with appropriate patches. Internet Explorer 5.5 contains all of the patches 
necessary to enable 128-bit encryption and is the recommended version of MSIE. 
 
MSIE cannot be used to request and accept digital certificates because of its reliance 
on Active-X controls which are not permitted through the DoD certificate authority 
firewalls. 

 
Generate Export File 
Prior to importing the certificate into MSIE, you must generate an exported copy of 
your certificate from Netscape to a floppy disk or your hard drive. For instructions on 
creating this file, see the Certificate Importing and Exporting instructions 
 

Importing the Certificate into MSIE  
• Launch Internet Explorer 5.5  
• Under the "Tools" menu, select "Internet Options"  
• Select the "Content" tab  
• Click the "Certificate" button  
• Click the "Import" button  
• Click the "Next" button  
• Click the "Browse" button  
• At the bottom of the browse window, set the "Files of Type" option to All Files 
• Locate the .p12 file you exported earlier  
• Click the "Open" button  
• Click the "Next" button  
• Enter the password you used when you saved the .p12 file  
• Click the checkbox for "Enable Strong Private Key Protection" 
• Click the "Next" button  
• Select the "Automatically select certificate store" radio button  
• Click the "Next" button  
• Click the "Finish" button 

 
IMPORTANT: On the dialog box that appears, the default security setting is 
"Medium". This setting is not acceptable security for PKI certificates and does 
not meet the certificate user obligations. 

• Click the "Set Security Level" button  
• Select the "High" radio button  
• Click the "Next" button  
• Enter your name into the "Password for" box  
• Enter your password in the "Password" box  
• Enter your password again into the "Confirm" box  
• Click the "Finish" button  
• Enter your password  



• Do not check the "Remember password" box 
 
IMPORTANT: Allowing the workstation to remember your password will 
enable anyone who has access to the workstation to use your digital identity. 
This setting is not acceptable security for PKI certificates and does not meet 
the certificate user obligations. 
Click "OK"  
 



Instructions for Importing and Exporting  
Certificate using Netscape 

 
Importing your digital certificate 
• Access Netscape browser (version 4.08 or higher) 
• Click the “Security” button at the top of the page 

 

 
 
• In the left frame, click “Yours” 
• Click the “Import” button (Note: you may have to scroll down to see this button) 

 

 
 
• Select the file where your certificate is located 
• Click “Import” 
• Type in your password as prompted 

 

 
 
• In the left frame, click “Signers” 



• Highlight “Navy Acquisition Root CA” or the appropriate DOD certificate signer (CA-
1, CA-2, CA-3, or CA-4)  

 
 
• Click the “Edit” button (Note: you may have to scroll right to see this button) 
• Check the three boxes for certificate use 

 

 
• Click the “OK” button 
• Close Netscape 
 

Exporting your digital certificate 
• Launch Netscape browser (version 4.08 or higher) 
• Click the “Security” button lock icon at the top of the page 

 
• In the left frame, scroll down and under the header “Certificates” click on “Yours” 
• Highlight your certificate 
• Click the “Export” button on the right-hand side  (Note: you may have to scroll 

right to see this button) 
 



 
 
• Type in your password as prompted  

 

 
• Select location to save your exported certificate  

 
NOTE: The exported certificate is considered Sensitive But Unclassified (SBU) 
data.  If you choose to put it on a floppy disk, the disk must be stored in a safe or 
other locked container. 
 

• Type in a file name but add no extension.  
• Click “Save” 
• Close Netscape 
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